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I HSMs are the foundation of trust

For over 30.years Enterprise
and government have
used Luna HSMs to protect
critical data and digital
identities

.Digi’rol
The need for HSMs hasn't Signatures
changed...
still required to meet
security, compliance

and audit needs

Code Database
Nelgllgle] encryption
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I Building on our successes

Luna HSMs are also evolving to meet modern emerging technology needs

New DevOps

Compliance

Digital

Signatures

loT Blockchain
Crypto Code Database
Agility Nlelallale) encryption
Quantum More...
BYOK
Safe 5G
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HSM Integrations — Thales Accelerate Pariner Network
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elDAS2 timeline

| Defined till end of 2022
| Implemented by end of 2023 by each Member State

Sept. 2021
Launch of
discussions

June 2022

) Fev22(est) |dentification of specific
AdopTion of th= technical architectures,
report infirst  standards & references,

reading at EF guidelines etc.
® ® ®
Dec. 2021 Adoption common

postion of the EU counci

Agreement on
technical architecture

cutline
Feb/March
Potential tender for
PoC/Reference Implementation
Today

30 Sept. 2022

Agreement betwesen MS on
the toclbox, incl.a
comprehensive.
architecture

30 Oct, 2022

Publication of the
toolbox by
Commission

End of 22 Testand End of 23
Finoladopticon pilotsinMS  Delegoted &
implemented
acts
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Strong Thales DIS Assets

Enroliment & Issuance Access & Use

* Claim * |dentity * Issuance of ! « AuthN * Fraud * AuthZ » Revocation « Deletion
collection proofing credential * SSO prevention < User * Renewal

« Social login « Hardware * MFA consent

token » Continuous * Privacy

Key Products S

Cloud + SafeNeft Trusted

Protection & Access (STA)
Licensing (CPL)

Baning |dC|OUd . /
Payment & Digital ID Services

Services (BPS) « Digital Exchange

Mobile Mobile ID

Connectivity Mobile DL
Solutions (MCS)
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EU Digital Identity Wallet - EDIW (PREVIEW

I Main change of eIDAS2

I Canbe used for accessing Remote Services
» Login to Utility providers and GovServices

> Easier user registration to Digital Services (since it contains valid credentials)

Secure wallet app
Personal identification data (~elD)
Online authentication credential

D00

Mobile Driver License ~mDL
Health card ~mHC
Electronic diploma

E
=,
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Electronic signature certificate
Sole control of remote signature

(YW

Proof of address
Certified IBAN
etc.
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Gartner Identity & Access Management Summit
11 May 2022/London, U.K., Europe

Gartner Opening

Keynote: How to Digitally
Accelerate When You’re So
Freaking Tired

Mary Mesaglio

©® 2022 Gartner, Inc. andioritsafiiiates. All ightsreseved. Garinerisa regisiered trademarkof Gariner, Inc. and itsaffiliates. This pubiication may not be reproduced or disiributedin any form

without Gartner'spriorwritten permission. It consistsof the opinionsof Garner'sresearch organization, which should nobe condrued asstatementsof fact. While theinformafion contained inthis

publicafion hasbeen obtained from sourcesbelieved to be reliable, Gartner disclaimsall warmrantiesasto the accuracy, competenessor adequacy of such information. Although Gartner research

may addresslegal and finandal issues, Gartner doesnot provide legal orinvess it advice and it: th should not be canstrued orused assuch. Your access and use of this publication are

govemed by Gariner's Usage Policy. Gartner pridesit=elf on its reputaiion for independence and objeclivity. ltsresearch isproduced independenily by itsresearch organization without input or a r n e r
influence from any third party For further information, see "Guiding Prindples on Independence and Obiectivity " ®




Multifactor Authentication
Is Not Optional

Passwords are completely
insufficient

Remote access must be
protected with MFA

Privileged access must be
protected with MFA

Cybersecurity insurance
increasingly requires MFA




User Experience
Matters

* Adding MFA can add friction
(but it doesn’t have to)

 Employee and customer
experience is more important
than ever

» Offering multiple options for
diverse users is necessary

« Password less MFA is one
possible answer

Source: Gartner

8 ® 2022 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates




I Zero-Trust és modern hozzaférés-kezelés

XL

Cloud BYOD Work From Regulations/
Home Compliance

B THALES



I Passwordless Authentication

Push OTP és PIN kombindciéja (Windows Hello / Biometria)

- i
Ws§samazon

¥ webservices

B THALES



I Mire figyeljink technoldgia szempontbdl?

| Csak a VPN-hez kell, vagy van mdas use case-unk is?
| Segitenék az automatizaciok az adminisztraciét?
| Mennyire biztonsagos a fokenek kiaddasa?

| Figghetek-e csak egy (felhd) szolgaltatotole?

THALES



I Mire figyeljink Uzleti szempontbdl?

| Mit kell TCO-mba beleszimitanom? Transzparensek a koltsegeim?

| Van elég (kipihent!) kolléga egy IAM-megoldds bevezetéséhez és
Uzemeltetéséhez?

| KUI&n szabdlyokra van szUkségem bizonyos alkalmazdsokhoz és
felhaszndalokhoz?

| Elegendd csak egy mobil tokent az dsszes felhasznaldmnak?

B THALES



I Eltéero autentikacios uvtak

Security Administrator

R o JE e o
Policy: Every access attempt

THALES

IDPrime smart card Policy: When location changed
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I Univerzalis autentikdcios lehetoségek

Google
Password Kerberos Hardware Authenticator
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Pattern- PKI

based

v\ ®

Passwordless Biometric

A meglévé MFA
telepitések
Ujrafelhaszndldsa

A PKI autentikacio
kiterjesztése a
felhore

Az adott
kockdzatnak
megdfeleld biztonsagi
szint garantdlasa
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I Vezeto szerepld a PKI alapv hitelesités teriletén

Karbantartds

Fejloddés

Uj felhaszndldsi esetek témogatdsa A legerésebb MFA portfolié

© 6 O

Smartkartydk Tokenek
Middleware

IDPrime Virtual

autentikdtorok

B THALES



I SafeNet IDPrime Virtual

| A fizikai smartkartya szoftver
alapyv, biztonsagos valtozata

] Csokkenti a fizikai eszk6zok
operativ kihivasait

| Kiterjeszti a tanusitvany alapd
autentikdciot és tranzakciokat
Uj felhasznaldsi esetekre:
> VDI
» BYOD és mobil eszkdzok
> ldeiglenes smartkartydk
> KénnyU smartkdrtya potldas




I FIDO2 megoldasok a Thales-tol fico

AAAAAAAA

| PKI és FIDO2 tamogatas ] PKI + FIDO2 eszk6z6k
egy eszkozben > Kombindlt FIDO - PKI

| Meglévé PKI befektetések Smartkartya
felhasznaldsa 2 FIDO USB token

| Gyors izembe helyezés a
Thales Middleware és a
meglévo PKI infrastruktura
alapjan

IDPrime Fido '
<
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Emerging threats: quantum computing




I Why are we talking about this topic?

TLS, IPSEC, SSH, S/MIN

Inforryation rights
mantsegfent solutions
Migosoft RMS

Code signiggdgchnology that

maintaigfSoftware integrity

DocupEnt signing solutions to

prove authenticity

&4 ECC and¥thers

Quantum computers and
research will efficiently
crack PKlI and weaken

encryption

We don’t know exactly when

Quantum Safe Crypto
(QSC) will maintain our
“way of life”

QSC is also called Post-
Quantum, Quantum-Proof
or Quantum Resistant
Cryptography Crypto agile
products allow us to use QSC
algorithms and keys today

THALES



Long lifetime data confidentiality requirements

Expiration date

Hours — temporary credentials

Months — corporate earnings

Years — banking information, credit cards, contracts

Decades — trade secrets, classified information

Lifetime — DNA data, personal information

|27 THALES



I Quantum defenses

| #1 Quantum safe cryptography NIST - -
*  Quantum Signature schemes =
e . . NIST’s Post-Quantum Cryptography Program Enters
- Dilithium, Falcon, Rainbow ‘Selection Round’

Chosen algorithms will become part of first standard devised to counter quantum decryption threat.

* Key Encapsulation Mechanisms
- SABRE, NTRU, Kyber, McEliece finv

| Performance in real-world protocols varies i oo ﬁ
* Key sizes, padding schemes, latency

(e
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| First NIST draft QRA standards expected in 2022
* Digital signatures, Public key encryption, Key encapsulation mechanisms
* Best used in hybrid modes initially

= THALES



I Quantum defenses

|2

| #2 Quantum key distribution

Harnesses properties of quantum
mechanics

Fundamentally different approach to key
sharing

Distributes keys based on principles of
physics not mathematics

| #3 Quantum RNG

True and unpredictable randomness at
high entropy rates up (10+ Mbps)

NEW QUANTUM PROJECT AIMS FOR ULTRA-SECURE
COMMUNICATION IN EUROPE

Today marks the launch of a pilot project, OPENQKD, that will install a test quantum
communication infrastructure in several European countries. It will boost the security of

critical applications in the fields of telecommunications, health care, electricity supply

and government services.

Press release from European Commission
September 3rd 2019 | 464 readers

QKD transmitter
Qubi

Key Distillation
Sifting )

(Parameter estimation }

Quantum channel

Service channel

THALES

QKD receiver
D,
Qubit

decoding detect:

Key Distillation

(Sifting

{Parameter estimation

J

Secret key




I Luna HSM Approach to Quantum

| Work with our Accelerate
Technology Partners

| Current Luna 7 HSMs

» External QRNG
- Ability to seed internal DRBG

» Add Quantum-Safe Algorithms using
FMs

- Available now from Thales & Partners

» Once standardized, add algorithms
into FW

- FIPS certification

THALES



Commercially Available Quantum-Safe Luna HSM

ISARA Quantum
Resistant Algorithms
and Luna’s PQC FM

« Secure storage of quantume-resistant keys
within the secure, tamper-resistant HSM

» Perform digital signatures with a hardware
root of trust

* ISARA’s Quantum-Safe digital signature
technology is implemented as a secure
software update to Luna HSMs
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Thales Luna HSM
Customer Quantum
Implementation

Implement your own

Post Quantum Crypto
mechanism using Luna’s
Functionality Module (FM)

THALES

IDQ Quantum Random
Number Generation
with Luna HSMs

Generate unique and truly random, high
entropy numbers with ID Quantique’s QRNG
and Luna HSM's secure key storage

Address critical applications where high
quality random numbers are absolutely vital

Use case examples: cloud; cryptographic
services; compliance; gaming; loT-scale
device authentication and managed end-
to-end encryption

{iBa
THALES
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I Keressen benninket, hogy segithessink

it S\WHY ..
| Access Management MWHWWH AT? .
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